Trojan horse attacking strategy on quantum cryptography is investigated, three aspects are involved. First, the mechanism for the Trojan horse attacking strategy on quantum cryptography as well as classic cryptography is studied. Then the fragility of the quantum cryptographic algorithm employing EPR pairs as key against the Trojan horse attacking strategy is analyzed. To prevent the Trojan horse attacking strategy, an improvement scheme which makes use of non-orthogonal entangled states is proposed, results show the improvement scheme is robust to the Trojan horse attacking strategy without reducing the security on other kinds of attacking strategies.
Introduction
In private communication and data security attackers (e.g., adversary and/or ragger) will try to break the employed confidential system for their benefits. To prevent effectively the attacks from obtaining the legitimate information, cryptography has arisen and is employed to prevent the attacks. Cryptography is a subject which is employed for rendering the message secret and creating a cipher by making use of algorithms and protocols so that the attackers can not or can not easily acquire the private information. It plays a very important role in the modern information protection. However, as virtue rises one foot, vice rises ten feet. To break the algorithms and protocols provided in the cryptography, a concomitant subject called cryptoanalysis has also arisen [1] .
The so called cryptoanalysis is a science and study of methods of breaking ciphers. Many attacking strategies for converting encrypted messages into plaintext without initial knowledge of the key employed in the encryption have been investigated and used in practice. But, any successes of these strategies completely depend on the drawbacks of the cryptographic system, i.e., cryptosystem. These drawbacks arose from two major causes, i.e., the inappropriate fundamentals, which are employed as a foundation for the scheme, and the imperfection of the cryptosystem's construction. Actually, any improper design will create drawbacks in the cryptosystem and subsequently the attacker can break in principle the scheme by means of these drawbacks. Of course, an absolutely perfect cryptosystem is not possible and not necessary in practice, since such kind of system leads to a huge cost.
Trojan horse attacking strategy (THAS) arose from the drawbacks of construction of the system (e.g., device, computer program, algorithm or protocol et al.). When a Trojan horse can be hidden without easy detection in a system, an attacker can make use of this kind of strategy to break the system and then obtain useful information. Unfortunately, this strategy is not only available in classic cryptography but also in the recently proposed quantum cryptography [2] - [9] . This strategy on the quantum key distribution has been analyzed in [10, 6, 11] , and a scheme for preventing this strategy was proposed in [11] .
In this paper we consider the THAS on the quantum cryptographic algorithm, which employs EPR pairs as the symmetrical key. Three aspects will be investigated in this work, including the mechanism, the attacking way on the quantum cryptographic algorithm, and the preventing approach for this attacking strategy. Especially the improvement scheme will be investigated in detail.
This paper is arranged as follows. In Sec. 2, the mechanism for the THAS will be analyzed first. Then in Sec. 3 we will investigate the THAS on the quantum cryptographic algorithm which employs EPR pairs as the key. An improvement scheme for preventing the THAS will be presented in Sec. 4. After these a simple remark will be presented in Sec. 5. Finally a conclusion will be drawn in Sec. 6.
Mechanism for Trojan horse attacking strategy
Let us firstly investigate the mechanism for the THAS on cryptography in this section. In essential, all attacking approaches proposed in cryptoanalysis (including classic cryptoanalysis and quantum cryptoanalysis) can be categorized mainly as three kinds of attacking strategies, i.e., the strategy based on fundamentals drawbacks (SFD), the strategy based on obtained information (SOI), and the strategy based on assistant systems (SAS). In the SFD the attacker makes use of fundamentals drawbacks to break the cipher and obtain useful information. As an example, the classic cryptosystem is based on the complexity assumption which has not been proven, thus usually containing a fundamentals drawback. With the development of the mathematics these drawbacks become a means for breaking the cryptosystem [1] . Another example is the attacking approaches presented in quantum cryptography, by far most attacking strategies such as the individual and collective attacks [8] are based on the fundamentals, i.e., quantum laws. Fortunately all proofs are advantaged to the quantum cryptography but not to the cryptoanalysis. While in the SOI the attacker makes use of the leaked information of the cryptosystem, the ciphertext, and/or the obtained parts of plaintext to break the cryptosystem [1] . However, we would like to stress here the SAS, which relies on assistant systems to break the cryptosystem. One of the typical approaches in this situation is the THAS.
To study the mechanism for THAS let us firstly consider what is the Trojan horse in the information protection, since the Trojan horse is the important base in the THAS. In data security the Trojan horse is defined as a small program inserted by an attacker in a computer system. It performs functions not described in the program specifications, taking advantage of rights belonging to the calling environment to copy, misuse or destroy data not relevant to its stated purpose. For example, a Trojan horse in a text editor might copy confidential information in a file being edited to a file accessible to another. More generally, the so-called Trojan horse is a 'robot horse' which can become a part of the legitimate users' systems. Then the 'robot horse' can be surreptitiously exploited by the legitimate authorizations of operation (e.g., measurement,detection et al.) to the detriment of security. For example, break the system via feeding back information to the attacker (e.g., the dishonest manufacturer or even the adversary) or directly destroying the legitimate data. To the legitimate users' system the Trojan horse is actually an additional system with passive effects. Many things, such as devices and small programs inserted in the users' system, probing signals entering the users' system through a public channel et al, or even the attacker, can become a Trojan horse. However, we must emphasize that it is impossible for any Trojan horse to play the same role as legitimate users because the Trojan horse is only a small part of the legitimate system.
There are mainly two kinds of Trojan horses, i.e., the pre-lurked Trojan horse and the online Trojan horse. The pre-lurked Trojan horse is a 'robot horse' which is preinserted in the legitimate users's system, e.g., programs, apparatuses or even offices. At an appropriate condition the lurked Trojan horse is activated automatically by the legitimate system, and then it feeds back the available information to the attackers, even destroying the users' system. The online Trojan horse is actually a probing signal which may enter the legitimate system without awareness and then back-reflect to the attacker. Both kinds of Trojan horses may be classic as well as quantum. In addition, the Trojan horse may also be a combination of the 'quantum horse' and 'classic horse'.
If a Trojan horse can be inserted successfully in the users' system, the attacker can break the employed cryptosystem and obtain available information by means of the feedback information of the 'robot horse'. This attacking strategy is called THAS. Corresponding to the kinds of the Trojan horses there are two kinds of THAS's, i.e., the strategy relying on a pre-lurked Trojan horse and the strategy depending on the probing signal. While the attacking ways may be classic approaches or quantum approaches determined by the features of the employed Trojan horses. For example, if employing a pointer state of the legitimate system as the Trojan horse, or a preinserted tiny device as a Trojan hose, which is exploited to detect the quantum state of the qubits as the key, the attacker can obtain useful messages by analyzing the feedback information of the Trojan horses. If sending light pulses (probing signal) into the fiber entering legitimate users's apparatuses, then the attacker can analyze the backreflected light [10] . Of course, without the Trojan horse this strategy can do nothing since the feedback information of the Trojan horse is very important in this attacking strategy. Obviously this strategy is completely different from the strategies which are always involved in the quantum cryptography, e.g., the intercept/resend attack and the entanglement attack [3, 5, 8, 7] , where the attacker can directly obtain the information for attacking.
Trojan horse attacking strategy on quantum cryptographic algorithm
In this section we consider the THAS on the quantum cryptographic algorithm which employs EPR pairs as the key. Recently, two interesting quantum vernam algorithms Quantum Computers and Computing, V. 4, based on EPR pairs have been proposed. These algorithms employ EPR pair(s) as the symmetrical keys of the algorithm. In [12] the message is encrypted by means of a quantum controlled-NOT with employment of a symmetrical key which consisted of one EPR pair and one bilateral rotation. In [13] the message is encrypted with a key which consisted of two EPR pairs. A common feature of the above quantum vernam algorithms is that EPR pairs are applied as a sharing key between the two legitimate users called Alice and Bob. These algorithms are provably secure for the SFD and the SOI. However, they can not circumvent the THAS. In the following we investigate the fragility of these algorithms against the THAS which employs prelurked Trojan horse (in this section and the following section we suppose the Trojan horse is a tiny device pre-inserted in Alice's or Bob's apparatus).
To show the fragility of the quantum cryptographic algorithm employing EPR pair(s) as the key against the THAS, we first give a simple description for this kind of algorithm. In general, this kind of algorithm can be summarized generally as follows. Suppose Alice and Bob sharing n EPR pairs as the key K = {|k 1 , |k 2 , · · · , |k n }. Each EPR pair can be expressed as,
where subscripts a, b denote Alice's particles P a and Bob's P b of each EPR pair, |k i denotes the i th key element, and i = 1, 2, · · · , n. Denote the plaintext (message) by,
the corresponding particle is expressed as P m , where |α| 2 + |β| 2 = 1. Suppose Alice is the sender, then Alice encrypts the qubit |ψ m by making use of the quantum controlled-NOT operations on both her EPR particle P a (key particle) and the message particle P m . After that, Alice obtains the ciphertext |Ψ c , which can be denoted as,
where C i mk denotes the i th quantum controlled-NOT gate on P m and P a , the subscript mk denotes the quantum gate operating on the key particle and the message particle. Then Alice sends the ciphertext to Bob via a quantum channel. After receiving the ciphertext |Ψ c Bob decrypts the ciphertext by making use of an inverse process controlled under the key. Finally Bob gets the message. Now let us investigate THAS on the above quantum algorithm. First, we consider the situation of using only one EPR pair as the key. In this case, the key is just the EPR pair, i.e, |K = |Φ + , which can be denoted as,
Then ciphertext can be expressed as,
where X m denotes the quantum X-gate on the particle P m . Eq. (3.5) illustrates that when Alice's and Bob's EPR particles are in the states |0 a 0 b then the message particle is in the state |ψ m , otherwise, the state of the message particle is in X m |ψ m . Obviously, if Alice's and Bob's EPR particles can not be disturbed by the attacker, the above algorithm is secure. However, if the attacker can pre-lurk a Trojan horse in Alice's or Bob's apparatus, the legitimate communicators Alice and Bob will not be lucky since the attacker can obtain their useful information through the THAS. This can be done very easily. Suppose the attacker puts successfully a Trojan hose, Υ, e.g., a set of tiny devices which can distinguish the eigenstates states |0 and |1 (for example a device can recognize the 'bright' and 'dark' pulse) and send feedback information, in Alice's apparatus (this is available since in practice the users are not experts so that they can not easily find the 'robot horse' which is pre-lurked ulteriorly by the dishonest manufacturers), then the key can be written as |Φ + (Υ) . Subsequently Alice's encrypting transformation by making use of controlled-NOT yields a ciphertext state, which can be written as,
where h and h ⊥ are the feedback information of the Trojan horse. After Alice has encrypted her message |ψ m using the EPR pair, the Trojan horse is activated automatically. For example, if the attacker pre-lurks measurement bases for the eigenstates states |0 and |1 , the Trojan horse only needs to measure Alice's EPR particle. Now the 'horse' feeds back the result h when the measurement result is |0 , otherwise the 'horse' feeds back the result h ⊥ . Then, what the attacker needs to do is to wait for Alice's ciphertext |Ψ c and the feedback information of the Trojan horse. If the attacker can successfully intercept the ciphertext particle P m which is sent to Bob, then the attacker can obtain completely the qubit |ψ m by making use of the feedback information h and h ⊥ , and the intercepted particle P m . For example, if the feedback information shows that Bob's key bit is |0 , attacker gets |ψ m . If the feedback information shows that Bob's key bit is |1 , attacker gets X m |ψ m . With this knowledge, the attacker can completely obtain the plaintext (message).
In the above we have analyzed the Trojan horse attacking strategy for the situation which makes use of only one EPR pair as a key. For the case of making use of two EPR pairs |Φ + 1 and |Φ + 2 as the key (see Ref. [13] ), the Trojan horse attacking strategy can also be successful. In this case the key can be denoted as,
and
ciphertext state can be written as,
where the superscripts 1 and 2 refer to the particles in the pairs |Φ It is clear that the attacker can get the message by the similar way of employing one EPR pair as the key. Therefore, the quantum cryptographic algorithms based on the EPR pairs as keys are fragile against the THAS, although they are provably secure against the other attacking strategies.
Actually, if the possible states of Alice's key particles P a (or Bob's key particle P b ) are orthogonal states, any quantum cryptographic algorithm which employs directly such kind of key is not robust to the THAS. Because in such a situation the successful Trojan horse can recognize the possible states of the key particle. For example, while Alice and Bob employ the EPR pair as the key then Alice's or Bob's key particle takes the state |0 or |1 . Then a proper Trojan horse, e.g., a device which can distinguish the eigenstates |0 and |1 , can recognize exactly the state of the key particle as described above. Thus the available feedback information can be obtained by the attacker. Therefore, to prevent the THAS one should use the non-orthogonal states as a sharing key in the symmetrical quantum cryptographic algorithm.
Prevent Trojan horse attacking strategy
In this section we will show that the above THAS can be prevented by making use of the non-orthogonal entanglement state as the key. The process is as follows. The legitimate users Alice and Bob create a set of EPR pairs, each pair can be denoted as,
where |± = 1 √ 2 (|0 + |1 ). Then Alice or Bob randomly choose a operator from {I, H} to apply on her (his) EPR particles until all EPR pairs have been operated, where I and H are respectively the unit operation and the Hadamard gate. This operation yields,
In bases |0 , |1 and |+ , |− , |ψ 2 can be expressed as,
After these operations, Alice and Bob obtain a random sequence which consists of {|ψ 1 , |ψ 2 }. Finally Alice and Bob take this sequence as the key. Since | ψ 1 |ψ 2 | 2 = = 0 which means that the states |ψ 1 and |ψ 2 are non-orthogonal, any quantum attacking strategies can not be available [14] . This point is guaranteed by the nocloning theorem [15] . In the following we will show these properties can also be employed to prevent the Trojan horse attacking strategy.
To the attacker the key |K is a superposition of |ψ 1 and |ψ 2 , i.e.,
Then the ciphertext state can be written as,
After the encrypting transformation, Alice obtains the ciphertext, i.e., Eq. (4.6). Then Alice sends the particle P m to Bob, Now let us show how to prevent the Trojan horse attacking strategy. Suppose the attacker lurks successfully a 'horse', Υ, in Bob's apparatus, then the ciphertext state takes,
where h ? and h ? denote the inconclusive feedback information. Although the key is a superposition state (see Eq. (4.5)), in each encrypting operation Alice and Bob only choose one state from {|ψ 1 , |ψ 2 } as the key element. Accordingly, if the attacker pre-lurks one Trojan horse, e.g., Υ 1 (for {|0 , |1 }), in Bob's apparatus, then another states, i.e., {|+ , |− } can not be recognized exactly. If the attacker employs two Trojan horses, e.g., 'robot horse' Υ 1 and 'robot horse' Υ 2 (for {|+ , |− }), the attacker can find it impossible to get the useful feedback information. Because Alice and Bob's choices for the key are completely random, this makes it impossibile for the Trojan horses Υ 1 and Υ 2 to follow completely the changes of the key elements. In other terms, because there are two pairs random bases, i.e., {|0 , |1 } and {|+ , |− } in Alice's and Bob's apparatuses, it is impossible for the the attacker's 'horse' to recognize these bases. Subsequently, the 'horses' are blind and can not give correct feedback information. The security is the same as the BB84 protocol [3] . 
Remark
In the above we have analyzed the fragility of the quantum cryptographic algorithm against the Trojan horse strategy, where the EPR pair(s) are employed as a key. However, we here would like to stress that the quantum key distribution protocols which are implemented by making use of the EPR pair(s) do not suffer this kind of drawbacks. Since in the quantum key distribution the EPR pair carries initially no information. Especially the users's measurement for obtaining the final key is completely random. This random feature leads the Trojan horse employed in the above section to be of no use [4] .
Conclusion
In this work, the fragility of the THAS on the quantum cryptographic algorithm implemented by the EPR pairs as the key has been analyzed in detail. It is found that any quantum cryptographic algorithm exploiting set of orthogonal states as the symmetrical key can not circumvent the THAS. To prevent this kind of attacking strategy we proposed a new approach which makes use of the non-orthogonal entangled states. The improvement scheme is robust to the THAS. In addition, the mechanism for the THAS on the quantum cryptography as well as the classic cryptography is also investigated. In any THAS the Trojan horse is very important.
